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What Is Zero Trust Data?   



What Is Zero Trust Data?  REVOLUTIONARY!!!

• Integrates VPN and File Encryption Functionality

• Supports Decentralized Key Control 

• Tracks Movement Of Data And Access To It



Enabling Technology:



Enabling Technology: Dynamic Labeling 



Short History Of Dynamic Labeling 

A
How do you securely access 
a piece of Mobile Data or 
Mobile Device or Warfighter?
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Short History Of Dynamic Labeling 

Netcentric Warfare DoD
Connecting Mobile Devices

2002-2004 

C2S Access Control IC
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2012-2016

Zero Trust Data DoD
Moving Data Between Systems

2020- 2022
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Zero Trust Data Workflow 
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# 1: Utilize unique key to encrypt data         
and label with unique identifier



Zero Trust Data Workflow 
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# 1: Utilize unique key to encrypt data 
and label with unique identifier

# 2: Post Label + Key To Policy Server 
with Access Conditions 

Label Key Policy

Label Key Policy
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# 3: Label utilized to identify policy 
server holding key 

# 4: Key transmitted to requestor if 
policy challenge met



Zero Trust Data Workflow 
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# 5: Movement of Data and Access to 
it logged by Policy Server 



Zero Trust Data Use Case: CMMC Level 2

• CMMC LEVEL 2 Challenge: 
• 84/110 Controls Require Strict Access and 

Geo-Tracking Of Data NIST 800-171
• Verification of all controls NIST 800 1717A

• Zero Trust Data For CMMC Level 2:
• Utilize Zero Trust Data To Ensure Data Can 

Only Be Accessed By Authorized Users 
Within The US

• Logging Of All Events Simplifies Verification 
Requirements



Zero Trust Data Use Case: CMMC Level 2
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Zero Trust Data Use Case: JADC2

• JADC2 Challenge: 
• Data must be protected while being 

dynamically shared across different 
application and network infrastructure

• Global footprint requires new level of scale
and redundancy

• Zero Trust Data For JADC2:
• Zero Trust Policy Server can issue/revoke 

access to software processes, networks and 
warfighters

• Multiple Policy Servers can operate in parallel
to ensure non-stop operations



Zero Trust Data Use Case: JADC2
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Zero Trust Data Online Demos 



Zero Trust Data Redefines Cybersecurity

• Integrated Countermeasures
• Defeats Data Exfiltration and Inside Attacks

• Simplifies Compliance
• Low Cost CMMC Level 2 Solution 

• Foundation For The Future
• Enables Coalition JADC2 Operations 


